The popularization of the Web has given rise to new services every day, demanding mechanisms to ensure the credibility of these services. In this work we adopt a framework for the design, implementation and evaluation of credibility models. We call a credibility model a function capable of assigning a credibility value to a transaction of a Web application, considering different criteria of this service and its supplier. To validate this framework and models, we perform experiments using an actual dataset, from which we evaluated different credibility models using distinct types of information. The obtained results are very good, showing representative gains, when compared to a baseline and also to a known state-ofthe-art approach. The results show that the credibility framework can be used to enforce trust to users of services on the Web.
INTRODUCTION
The task of evaluating and quantifying credibility in a Web application represents the major challenge of this research. Among the main difficulties of this task, we can highlight the large number of variables involved and the low reliability of the information available. Considering these, and other difficulties related to this task, we proposed, in a previous work, a framework, named CredibilityRank, which allows the development of credibility models that can generate crediblity rankings based on several different criteria.
In this work, we use a framework for the design, implementation and evaluation of credibility models. This evaluation is based on a Permission to make digital or hard copies of all or part of this work for personal or classroom use is granted without fee provided that copies are not made or distributed for profit or commercial advantage and that copies bear this notice and the full citation on the first page. To copy otherwise, to republish, to post on servers or to redistribute to lists, requires prior specific permission and/or a fee. WebQuality '11, March 28, 2011 Hyderabad, India. Copyright 2011 ACM 978-1-4503-0706-2 ...$10.00.
representative sample of services provided by users, with their respective feedback, and a ranking that represent a scale of credibility generated by the model. The greater the capacity of the model to position vendors that offer satisfactory services (which are qualified as such from the user feedback) in the top positions on this scale, the higher its quality.
It is important to explain that, despite the problems of reputation systems [12] , it is necessary to use feedback information to measure the user opinion of a service that can be described by different characteristics that we denote credibility attributes in our model. Moreover, there are specific researches that deal with improving the quality of reputation systems, such as the identification of fraudsters of these systems [10] , which was also used in the same real application used in this research.
In the recent years, the concept of credibility has begun to be studied on the Web in order to measure whether a user relies on a service or information available. It is a consensus in the literature that credibility can be subjective to the user, but it also depends on objective measures. The credibility of Web applications has become a multidisciplinary subject, where researchers from communication have been focusing on a more qualitative (and subjective) analysis of credibility [4] , while the area of computer science has focused on more objective metrics. The methods proposed in the area of computer science are strongly based on trust and reputation [6] , and credibility rankings that take into account the source of information [2] and its content [9] .
We perform experiments using an actual dataset of a Web application, from which we evaluated different credibility models using different types of information sources, such as attributes related to offer's characteristics, seller's expertise and qualification. We describe a methodology to combine different credibility models in order to maximize the credibility, validating it through a complete case study. The results show that the credibility framework can be very useful and promising. The obtained results were very good, showing representative gains, when compared to a baseline and also with a known state-of-the-art approach.
FRAMEWORK DEFINITION
In this section we briefly describe CredibilityRank, a new framework for the design and analysis of credibility models. This framework is based on a new modeling for the problem of credibility on the Web. It was first described in a previous work [1] and the version used in this work presents some improvements.
The credibility of a service is associated to some information that characterizes or describes this service. This information can be related to the service's configuration and the user that offers it. When someone uses a service, a transaction which contains information about the service and its supplier, is registered. From each transaction of a service is possible to extract a set of information that can be used to model the credibility. Moreover, from the feedback that an user provides to a transaction it is possible to assess their satisfaction level with it.
A credibility model is a function that allows the comparison of services in terms of credibility. An effective credibility model is able to identify which are the most trustworthy services and point out which ones are less reliable for a given user. Definition A credibility model M is a function that receives a set of services S = s1, s2, . . . sn, where n is the number of services and si is a tuple of attributes of the service i, and returns a ranking R, where services are positioned in terms of credibility based on their attributes. A ranking can be described by a function R : i → N, where R(i) is the position of the service i and 0 ≤ R(sj) < n, ∀sj ∈ S. The higher is the credibility of a given service i according to M the lower is the value of R(i).
A tuple si can be composed of different service attributes related to the service supplier and also to the specific service evaluated. For instance, in a video sharing site a service si should contain information about how long the user who uploaded the video has been subscribed on the site, the number of views and positive evaluations received by the video. Based on this information, a credibility model may enable the user to distinguish which videos are spams or disagree with the description displayed. Figure 1 illustrates the steps followed by our framework. It reproduces the user interaction with the credibility model in order to assess the quality of the rankings generated in terms of credibility. First, the history of transactions is divided into service tuples (i.e., the attributes of the service that originated each transaction) and user feedback received. Then, the service tuples are ranked by the credibility model. The quality of the credibility model is evaluated using the users' feedback in a final step.
Figure 1: The CredibilityRank Framework Scheme
Algorithm 1 is a high-level description of CredibilityRank. Besides the extraction of the service tuple and feedback from a log of transactions D, the pseudo-code describes how the framework iterates over the set of transactions in D. For each transaction t, the algorithm identifies the set of services A that were active when t was performed. It is also necessary to identify the specific service s associated to t. Through the application of the credibility model M receiving A and the service s we get the rank R. Positions of the services in the rank (position(s, R)) and the feedback Ft received by each transaction are included in a set S, which will be used in the evaluation of M.
The framework does not define a specific evaluation procedure, since it may depend on the Web application analyzed. However, several rank-based evaluation metrics may be used in the framework depending on the application scenario.
CASE STUDY
This section presents our case study where we apply and evaluate some credibility models using the CredibilityRank framework and actual data from an electronic market. A dataset description is given in Section 3.1 and the experiments are detailed in Section 3.2.
Dataset Description
TodaOferta 1 [11] , which is a marketplace developed by the largest Latin America Internet Service Provider, named Universo Online Inc. (UOL), is a website for buying and selling products and services through the web. Table 1 shows a summary of the TodaOferta dataset. It embeds a significant sample of users, listings, and negotiations. Due to a confidentiality agreement, the quantitative information about this dataset can not be presented. The subset of this dataset that we have used in this research has some tens of thousands of transactions. 
Methodology
This section presents our methodology to evaluate credibility, which we are going to apply to the actual dataset previously described. Our methodology follows the process illustrated in Figure 1 . We define some credibility criteria (attributes) from the original dataset source. As we are going to describe, we use a strategy to create credibility models based on these attributes and combinations of them, besides comparing them with a baseline and a stateof-the-art model.
Given a set of combined attributes ci, we define a credibility model Mi that ranks the services according to ci. The highest is the value of ci for a given service s the highest is the rank of s. The results obtained by these combined-attribute models are important to motivate the design of new credibility models based on more accurate techniques to choose and automatically combine attributes in order to quantify more accurately the credibility of services. We selected 15 attributes to be used and combined in the ranking of services, such as:
• Price: price of the product/service being offered.
• Views: the number of visualizations of the listing.
• Percentage Positive Qualifications: the relative amount of positive qualifications a user (seller) has received. • Global Score: the seller reputation rating score, considering the different score types.
• Average Negotiated Value: the average price per transaction performed by the seller.
• Retailer: indicates whether the user is considered a powerful seller by TodaOferta. For more detail about this dataset and attributes, refer to [1] . Each attribute can be used and/or be combined with other ones to generate different credibility models Mi. A model ranks the active services, considering the transactions (i.e., sales performed in the e-market), according to the given set of combined attributes.
We adopt a method to combine these models Mi, which have one or more credibility attributes, producing a new credibility model. Our proposal is to join them in pairs (two-to-two), choosing the best k models to continue this process until a stop condition, which we determine as:
• A fixed number of iterations N to be performed; or • A minimum increase in the gain obtained from the best models of one interaction i to the previous one (i − 1). In order to evaluate the credibility models we are going to use some baseline models, which are determined using some attributes that are usually presented by the Web application to its users: Global Score, Percentage of Positive Feedback and a balanced combination of them (i.e., the arithmetic mean). Despite of being presented to users, it is important to explain that these attributes are not showed to users as a ranking of credibility as we are proposing to do with the objective of comparing them to other credibility models.
Moreover, we are going to apply a state-of-the-art method to compare with our models, which is Support Vector Machine (SVM) applied for ranking -SVM-Rank [7, 8] .
The metric applied in the evaluation of credibility models is the probability of receiving negative feedback at the X% top positions of the rank, which are used to generate a graph that has in axis x the position of the rank. The probability of negative feedback is an intuitive evaluation metric that presents as an important characteristic to be more trustable than the positive feedback in most of the e-markets, since typical attacks try to inflate the sellers' reputation through positive feedbacks [10] . As long as the selected metric considers only information about negative feedbacks, which can assumed to be trustworthy, it can provide a more accurate analysis of the quality of credibility models.
We can analyze credibility models using this graph representation, observing which one has the curve with best behavior in terms of credibility, that is, a smaller inclination during the top positions of the ranking and the opposite behavior at the last positions (bottom of the ranking). This analysis are going to provide a general view of the quality of the credibility models.
Moreover, it is important to measure with more confidence this quality, trying to determine an indicator that measures this quality. The area under the curve (AUC) represents the cumulative amount of negative feedback in a specific interval of the ranking [3] . In order to measure the credibility of a service (transaction), we define a simple indicator, called CI (Credibility Indicator), which can be calculated by the inverse area under the curve of a model, that is:
Thus, CI can be used to determine which are the best models considering both the top and the bottom of the rank. Such indicator is a good metric to compare the models, since it is inversely proportional to the amount of untrustable services at a specific part of the rank. Therefore, a good model to measure credibility for the top of the ranking is one that has high values of CI (and thus a small area under the graph). The opposite is true for models for the bottom of the rank.
Experiments and Results
In this section we apply the credibilityRank framework to evaluate some credibility models using TodaOferta dataset. Table 2 presents the credibility models that are used in this case study, and describes how they were obtained from the set of the attributes presented. Some of them use different weights to a given attribute, which is the same as recombine it with a model that already had it. The table also shows the baselines and the SVM-Rank models, and how they are obtained. From now on, we are going to reference the models by the notation presented in this Figure 2 shows a comparison among the best model of each group presented for the top positions of the rank. As discussed before, T op_1 is the best model from its group, but is also the best of all, presenting the lower probability of receiving negative feedback at the first 20% top positions. BaseLine_1 is the best model considering only the baselines, but when compared to the bests of each category, it appears as the worst of them, showing a great difference in terms of the CI value to the others. Analyzing the model SV M_2, we can see that its curve is situated among the other two, even though it appears closer to the best model curve. Figure 3 compares the best model of the three previous groups analyzed here. Bottom_2 is clearly the best model, since it has a area under curve more than 30% higher than the second best model, which is BaseLine_2. The model SV M_1 appears as the worst of the three, despite being better than the baseline model at the end.
Through this analysis we can conclude that the attributes Duration and Retailer are good indicators of the credibility of a service to the top positions of the rank, since they appear in all the best three models presented for the top. The attributes Views and Average Negotiated Value are also good indicators, but to measure credibility at the last positions, appearing in all the three models that considers the bottom of the rank.
CONCLUSION
In this work we presented and evaluated some credibility models for an e-business application (electronic marketplace), using actual data. Moreover we have compared these models with a baseline, which adopt information that users have available from the Web site of this marketplace. We also evaluate a simple method to combine credibility models to generate more accurate models, besides comparing them to a known state-of-the-art technique (SVM-Rank).
We perform experiments to evaluate different credibility models using different types of information sources and an actual dataset from an electronic market -the TodaOferta. The results show the applicability of the proposed framework.
The results were very good, showing significant gains for both top and bottom ranking positions. For the top (where the best transactions would be positioned), our best credibility model (T op_1) obtains a gain of 116.8% in comparison with the baseline and a gain of 36.4% over the SVM-Rank. For the bottom ranking position (where the worst transactions would be ranked), our best approach outperforms the baseline and SVM-Rank in 24.6% and 37.8%, respectively.
These results are promising and the research provides insights that contribute to understand the scenario used as case study and to identify directions for future work. The analysis also shows that a good model can be obtained from the combination of few attributes of credibility, and not necessarily the use of a greater number of attributes results in an increase in the quality of the generated models.
As ongoing work we want to improve the evaluation and analysis of the credibility models that we have presented in this work. Moreover, we want to implement new credibility models based on techniques of machine learning and genetic algorithms [5] . Finally, we also want to apply the framework in other Web scenarios, such as digital libraries and social networks.
